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What is cryptography?

Transmit
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Eavesdropper Eavesdropper



Cryptography:
Encoding data using
mathematics and

algorithms.
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How cryptography was used?
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How does the general know the letter shift?






Quantum Key Distribution (QKD)?

e

6417 9 b




Why Quantum Channel is safe?

- Vulnerable to Eavesdropping

- No-cloning theorem

1T - Eavesdropping active or passive is detectable



'What is BB84?

Bennhett Brassard
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Classical Channel
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Quantum Channel
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Light Polarization
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Light polarization in action
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http://www.youtube.com/watch?v=f0XttPQ6g9c&t=141

Quantum Key Distribution (QKD)?
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What is BB84?

1. Alice choose random bits
2. Alice choose random bases (light polarization) for each bit

3. Bob randomly chooses a base (polizer) to measure the data

Alice’s Tandom BItS ..o vesvim i svvvvs s sevwr s 0 1 1 0 1 1
Random sending bases .............ccovviiiinn.n.. D R D R R R
Phetons: Alice SeRdS ...cvvow ssssavons swsassoes sas e $ " DR 3 .
Random receiving Dases ........cc.sceseeseonsnsss R D D R R D
Bits asireceived. by Beb: .. civiiisiivssnmsvinions 1 1 1 0

coul mo

oxm{§ ™o



(")
~el>What is BB84?

1. Bob reveals V5 of the basis it has used for measurements
2. Alice confirms the bases that align with its chosen base

3. From those good bases Bob randomly transmits received bits
a. This make sure that there was no eavesdropper

QUANTUM TRANSMISSION

Alicelstrandom: bits: i sevasivm sodanig sessanes s 0 1 1 0 1 1 0 0
Random sending bases ................cccvvvnnn.. D R D R R R R R
Bhotons ‘Alice Sends: suwsswmmmmmanmsmmmssms Ve $ N < $ > < PEN
Random receiving bases ...............ccoevunen.. R D D R R D D R
Bitszas:received by BODx. «ivaiimme et aiissisn. 1 1 1 0 0 0
PUBLIC DISCUSSION

Bob reports bases of received bits ................ R D R D D R
Alice says which bases were correct ............. OK OK OK
Presumably shared information (if no eavesdrop) 1 1 0
Bob reveals some key bits at random ............ 1

Alice confirms them ............cccovvvviiennnn.. OK

OUTCOME
Remaining shared secret bits ..................... 1 0
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What is BB84?

QUANTUM TRANSMISSION

Alicels: random BItS (.. sssmion sossuisss svsmsons 0 1

Random sending bases ...............cccoviiinn.n.. D R

T R 7 ——— e $

RATAGIT TEERININE DABES . oiie oo nmioe teidio e e R D

Bibsas neCR IRl B AR, o aisachiis s i ik 1
PUBLIC DISCUSSION

Bob reports bases of received bits ................ R

Alice says which bases were correct .............
Presumably shared information (if no eavesdrop)
Bob reveals some key bits at random ............

Alice confirms them ..............cccoiiiiiiin....
OUTCOME
Remaining shared secret DItS ... :.ovivsnssvmauvens
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Post-Quantum Cryptography
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Thank you!




